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vespa package


Submodules




vespa.aes_gcm module


	
class vespa.aes_gcm.AES_GCM(master_key)[source]

	
	
change_key(master_key)[source]

	




	
decrypt(init_value, ciphertext, auth_tag, auth_data='')[source]

	




	
encrypt(init_value, plaintext, auth_data='')[source]

	








	
exception vespa.aes_gcm.InvalidInputException(msg)[source]

	Bases: exceptions.Exception






	
exception vespa.aes_gcm.InvalidTagException[source]

	Bases: exceptions.Exception






	
vespa.aes_gcm.gf_2_128_mul(x, y)[source]

	






vespa.agent module

Agent representation


	
class vespa.agent.Agent(name, host, port, master, run=True)[source]

	Bases: vespa.node.Node








vespa.agent_av module

Agent representation


	
class vespa.agent_av.Agent_AV(name, host, port, master, vm)[source]

	Bases: vespa.agent.Agent

Create an Agent able to communicate with the ClamAV backend (need a
driver).





	Returns:	The Agent instance to offer the ClamAV support


	Return type:	Node






	
connect_warning()[source]

	Set up the agent for interactions with the VM






	
dump_analyzed_file_list()[source]

	Gather list of files analyzed bi the ClamAV antivirus





	Returns:	The list of analyzed files


	Return type:	list










	
isolate_warning(vm)[source]

	Set up the agent for interactions with the hypervisor





	Parameters:	vm (str) – The tuple (name, host, port) describing the backend










	
send(msg)[source]

	Overload the internal send to capture and send messages to the
backend





	Parameters:	msg (str) – The massage to process and to send


	Returns:	The backend response


	Return type:	str
















vespa.agent_bandwidth module

Agent wrapper around /proc/dev/net to filter an interface statistics. The
interface eth0 is used as default.


	
class vespa.agent_bandwidth.Agent_Bandwidth(name, host, port, master, run=True)[source]

	Bases: vespa.agent.Agent

Provide a wrapper around Linux interfaces /proc files. The Agent can
extract information of specific interfaces, i.e. eth0 or lo.





	Returns:	The agent to grab informations


	Return type:	Node






	
get_mac()[source]

	Grab the mac address of the class defined _self.iface_





	Returns:	The string containing the mac address, colon separated


	Return type:	str










	
launch()[source]

	Send _recv_bytes_ and _trans_bytes_ back to the master every
second












vespa.agent_connections module


	Counting connections as suggested into:

	http://www.linuxjournal.com/content/back-dead-simple-bash-complex-ddos



SynFlood
https://raw.github.com/arthurnn/SynFlood/master/synflood


	
class vespa.agent_connections.Agent_Connections(name, host, port, master, run=True)[source]

	Bases: vespa.agent.Agent

An agent gathering network links through psutil python module or
system lsof command





	Returns:	The wrapper


	Return type:	Node






	
launch()[source]

	Return network connections to orchestrator layer every second using
either psutil or lsof












vespa.agent_controller module

Agent to wrap Gandalf’s controller


	
class vespa.agent_controller.Agent_Controller(name, host, port, master, run=False)[source]

	Bases: vespa.agent.Agent

Create an Agent to send a mac address to an OpenFlow controller





	Returns:	The Agent instance to offer the OpenFlow alert_ip function


	Return type:	Node






	
alert_ip(ip, mac)[source]

	Block the mac address on the network





	Parameters:	
	ip (str) – The IP address or domain of the controller

	mac (str) – The mac address to block on the network






	Returns:	The “Ok” string




	Return type:	str


















vespa.agent_controller_floodlight module

Agent to wrap Gandalf’s controller. Based on floodlight, it can be a nice
start for a full API against floodlight.


	
class vespa.agent_controller_floodlight.Agent_Controller_Floodlight(name, host, port, master, run=False)[source]

	Bases: vespa.agent_controller.Agent_Controller

Flag a mac address as suspicious and gather statistics for local
links





	Returns:	The wrapper to the OMN controller


	Return type:	Node






	
alert_ip(ip, mac)[source]

	Block a tuple (ip,mac) with SDN





	Parameters:	
	IP (str) – The IP to block (for future)

	mac (str) – The associated MAC address (needed)






	Returns:	The controller response




	Return type:	str












	
block_hackers(mac)[source]

	Block a MAC address with SDN





	Parameters:	mac (str) – The associated MAC address


	Returns:	The controller response


	Return type:	str










	
get_link_stats(cmd='wm/topology/links/json')[source]

	Get links statistics over the floodlight controller





	Parameters:	cmd (str) – The floodlight URL to grab the links statistics


	Returns:	The controller response


	Return type:	str










	
get_topology(cmd='wm/topology/switchclusters/json')[source]

	Get the current topology of the SDN network





	Parameters:	cmd (str) – The floodlight URL to grab the topology


	Returns:	The list of nodes and links detected


	Return type:	dict










	
release_hackers()[source]

	Release all tuples (ip,mac) with SDN





	Returns:	The controller response


	Return type:	str










	
status_hackers()[source]

	Get the status of a tuple (ip,mac) with SDN





	Returns:	The controller response


	Return type:	str
















vespa.agent_controller_pox module

Agent to wrap the POX python SDN controller. It require some modification on
the other side too. You can follow the mac address blocking tutorial on the
POX website.


	
class vespa.agent_controller_pox.Agent_Controller_Pox(name, host, port, master, run=False)[source]

	Bases: vespa.agent_controller.Agent_Controller

Flag a mac address as suspicious and gather statistics for local
links





	Returns:	The wrapper to the OMN controller


	Return type:	Node






	
alert_ip(ip, mac)[source]

	Block a tuple (ip,mac) with SDN





	Parameters:	
	IP (str) – The IP to block (for future)

	mac (str) – The associated MAC address (needed)






	Returns:	The controller response




	Return type:	str












	
block_hackers()[source]

	Block a MAC address with SDN





	Parameters:	mac (str) – The associated MAC address


	Returns:	The controller response


	Return type:	str










	
get_link_stats(cmd='get_link_stats')[source]

	Get links statistics over the pox controller





	Parameters:	cmd (str) – The POX URL to grab the links statistics


	Returns:	The controller response


	Return type:	str










	
get_topology(cmd='get_topology')[source]

	Get the current topology of the SDN network





	Parameters:	cmd (str) – The POX URL to grab the topology


	Returns:	The list of nodes and links detected


	Return type:	dict










	
release_hackers()[source]

	Release all tuples (ip,mac) with SDN





	Returns:	The controller response


	Return type:	str










	
status_hackers()[source]

	Get the status of a tuple (ip,mac) with SDN





	Returns:	The controller response


	Return type:	str
















vespa.agent_libvirt module


	
class vespa.agent_libvirt.Agent_Libvirt(name, host, port, master, run=True)[source]

	Bases: vespa.agent.Agent


	
connect_link(nodeName='arch-poc-win')[source]

	




	
contains_vm(vm)[source]

	




	
cut_link(nodeName='arch-poc-win')[source]

	




	
launch()[source]

	




	
migrate(nodeName, quarantine, quarantine_user)[source]

	




	
restart(vm)[source]

	




	
restart_hard(vm)[source]

	




	
send(msg)[source]

	




	
send_key(vm, args)[source]

	










vespa.controller module

Controller


	
class vespa.controller.Controller(model, view, testmode=False)[source]

	Bases: object


	
handler(signum, false)[source]

	




	
start()[source]

	








	
class vespa.controller.HttpServer(name, host, port, handler, c)[source]

	
	
start()[source]

	




	
stop()[source]

	








	
class vespa.controller.HttpServerHandler(request, client_address, server)[source]

	Bases: BaseHTTPServer.BaseHTTPRequestHandler


	
do_GET()[source]

	




	
log_message(format, *args)[source]

	








	
class vespa.controller.MyHTTPServer(server_address, RequestHandlerClass, handler, control)[source]

	Bases: BaseHTTPServer.HTTPServer

this class is necessary to allow passing custom request handler into
the RequestHandlerClass






	
vespa.controller.server_handler(c, request)[source]

	






vespa.ho module

Horizontal orchestrator


	
class vespa.ho.HO(name, host, port, master, run=True)[source]

	Bases: vespa.node.Node


	
findAgent(name)[source]

	










vespa.ho_hy module

Horizontal orchestrator


	
class vespa.ho_hy.HO_HY(name, host, port, master, run=True)[source]

	Bases: vespa.ho.HO

Create an horizontal orchestrator to handle agents at the hypervisor
level.





	Returns:	The HO to gather and react on hypervisor agents.


	Return type:	Node






	
ninjaMethod()[source]

	Empty function for tests






	
send(msg)[source]

	Overload the internal send() to capture and send messages to the
backend





	Parameters:	msg (str) – The massage to process and to send


	Returns:	The backend response


	Return type:	str
















vespa.ho_ph module

Horizontal orchestrator


	
class vespa.ho_ph.HO_PH(name, host, port, master, run=True)[source]

	Bases: vespa.ho.HO

Create an horizontal orchestrator to handle agents at the physical
level.





	Returns:	The HO to gather and react on physical agents.


	Return type:	Node






	
ninjaMethod()[source]

	Empty function for tests






	
send(msg)[source]

	Overload the internal send() to capture and send messages to the
backend





	Parameters:	msg (str) – The massage to process and to send


	Returns:	The backend response


	Return type:	str
















vespa.ho_vm module

Horizontal orchestrator


	
class vespa.ho_vm.HO_VM(name, host, port, master, run=True)[source]

	Bases: vespa.ho.HO

Create an horizontal orchestrator to handle agents at the VM level.





	Returns:	The Horizontal Orchestrator to gather and react on VM agents.


	Return type:	Node






	
ninjaMethod()[source]

	Empty function for tests






	
send(msg)[source]

	Overload the internal send() to capture and send messages to the
backend





	Parameters:	msg (str) – The massage to process and to send


	Returns:	The backend response


	Return type:	str
















vespa.log_pipe module

log_pipe


	
class vespa.log_pipe.bcolors[source]

	Bases: object


	
ENDC = '\x1b[0m'

	




	
FAIL = '\x1b[91m'

	




	
HEADER = '\x1b[95m'

	




	
OKBLUE = '\x1b[94m'

	




	
OKGREEN = '\x1b[92m'

	




	
WARNING = '\x1b[93m'

	




	
disable()[source]

	








	
vespa.log_pipe.debug1(str)[source]

	




	
vespa.log_pipe.debug2(str)[source]

	




	
vespa.log_pipe.debug4(str)[source]

	




	
vespa.log_pipe.debug5(str)[source]

	




	
vespa.log_pipe.debug_comm(str)[source]

	




	
vespa.log_pipe.debug_comm_detail(str)[source]

	Display extended communications information
- How sendRemote split RECV_LENGTH

Notes: offloaded to prevent screen flooding






	
vespa.log_pipe.debug_comm_len(s)[source]

	Display maximum sized informations

Notes: offloaded to prevent screen flooding






	
vespa.log_pipe.debug_controller(str)[source]

	




	
vespa.log_pipe.debug_crypto(str)[source]

	




	
vespa.log_pipe.debug_info(str)[source]

	




	
vespa.log_pipe.debug_init(str)[source]

	




	
vespa.log_pipe.debug_thread(str)[source]

	






vespa.model module

Model


	
class vespa.model.Model[source]

	Bases: vespa.node.Node


	
create_object_instance(config, obj, master)[source]

	




	
findNode(name)[source]

	Return a tuple if the node “name” is found, raise an Exception
otherwise.
TODO: Refactor (3x)






	
find_vo(config)[source]

	Return VO object from config file

One and only one VO






	
sendRemoteWake(remote, msg)[source]

	Force sending content to a remote host. Loop until it is done












vespa.node module

Most basic inherited class for a simple Node

Default config without backend

Pthread is used as Profiler wrapper


	If you do not need profiling you may replace the PThread class with:

	class Node(Thread):



INTERNALS:


	
class vespa.node.Node(name, host, port, master, run=True)[source]

	Bases: vespa.node.PThread


	
run()[source]

	








	
class vespa.node.PThread(name, host, port, master, run=True)[source]

	Bases: threading.Thread


	
desc()[source]

	Return the tuple representing a node






	
destroy()[source]

	Destroy all slaves






	
findNode(name)[source]

	




	
get_backend()[source]

	Return the backend registered on initialization (i.e. Resource)






	
launch()[source]

	




	
list_slaves()[source]

	Return self.slaves






	
listen_interface(host)[source]

	




	
register(name, host, port)[source]

	




	
register_alert_handler(handler)[source]

	




	
run()[source]

	Thread listenning on node port.
It creates a worker thread for each accepted socket.

It SHOULD NOT accept multiple hosts, but ready for it.






	
send(msg)[source]

	Provide an entry to current node functions.






	
sendAlert(msg)[source]

	Wrapper for sendRemote with alert formatting.

See “sendRemote” for arguments description and returns






	
sendRemote(remote, msg, needack=True)[source]

	Send a message to a node (remote) using the node.desc() string.
This function deals with sockets directly.

Default behavior is to wait data as acknowledgement (needack).
It is only modified for messages needing fast delivery and processing
such as alerts.






	
sendRemotef(remote, msg)[source]

	Wrapper for sendRemote with needack=False

See “sendRemote” for arguments description and returns






	
sendSocket(s, remote, msg)[source]

	Handle the socket (s.send) message and encryption routines.






	
wait_backend(max_tries=0)[source]

	Ping node backend and return when backend is up.

WARNING: Does not timeout if max_tries = 0






	
worker(conn)[source]

	Handle socket reception job.










	
class vespa.node.ThreadWorker(group=None, target=None, name=None, args=(), kwargs=None, verbose=None)[source]

	Bases: threading.Thread


	
run()[source]

	










vespa.starter module

Starter




vespa.view module


	
class vespa.view.View(model)[source]

	Bases: object








vespa.vo module

Vertical orchestrator


	
class vespa.vo.VO(name, host, port, master, run=True)[source]

	Bases: vespa.node.Node

Create a Vertical Orchestrator to interconnect all other components.
It may be requested by an external controller. All incoming communications
go through the alert() method, and are parsed there.





	Returns:	The VO instance


	Return type:	Node






	
alert(msg)[source]

	This is the most important function of the whole framework.
The format is alert|source>...>source>message. The message is also
split in the following format function#arg1#...#argN. The two
formats are used to create a Finite State Machine, each alert being
a state transition.





	Parameters:	msg (str) – The massage to process with the current format










	
get_alerts()[source]

	




	
get_ip_connections()[source]

	




	
get_link_stats()[source]

	




	
get_next_recv_bytes()[source]

	




	
get_next_trans_bytes()[source]

	




	
get_recv_bytes()[source]

	




	
get_topology()[source]

	




	
get_trans_bytes()[source]

	










Module contents
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# -*- coding: utf-8 -*-
#
# Module name: vo.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Vertical orchestrator
"""
from log_pipe import *
from node import *
import sys
import time


[docs]class VO(Node):
    """Create a Vertical Orchestrator to interconnect all other components.
    It may be requested by an external controller. All incoming communications
    go through the *alert()* method, and are parsed there.

    :return: The VO instance
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=True):
        self.recv_bytes = []
        self.trans_bytes = []
        self.alerts = []
        self.ip_connections = []
        self.under_ddos = False
        self.time_last_attack = 0
        super(VO, self,).__init__(name, host, port, None, run)
        self.register_alert_handler(self.alert)
        self.model = master

[docs]    def get_trans_bytes(self):
        return [y['bytes'] - x['bytes']
                for x, y in zip(self.trans_bytes, self.trans_bytes[1:])][-40:]


[docs]    def get_recv_bytes(self):
        return [y['bytes'] - x['bytes']
                for x, y in zip(self.recv_bytes, self.recv_bytes[1:])][-40:]


[docs]    def get_next_recv_bytes(self):
        if len(self.recv_bytes) > 2:
            item = self.recv_bytes[-1]['bytes'] - self.recv_bytes[-2]['bytes']
        else:
            item = 0
        return item


[docs]    def get_next_trans_bytes(self):
        if len(self.trans_bytes) > 2:
            item = self.trans_bytes[-1]['bytes'] - \
                self.trans_bytes[-2]['bytes']
        else:
            item = 0
        return item


[docs]    def get_ip_connections(self):
        return self.ip_connections


[docs]    def get_alerts(self):
        return self.alerts[::-1]


[docs]    def get_topology(self):
        # agent_controller = self.findNode("Agent_Controller_Pox")
        # return self.sendRemote(agent_controller, "get_topology|")
        return []


[docs]    def get_link_stats(self):
        # agent_controller = self.findNode("Agent_Controller_Pox")
        # return self.sendRemote(agent_controller, "get_link_stats|")
        return []


[docs]    def alert(self, msg):
        """This is the most important function of the whole framework.
        The format is *alert|source>...>source>message*. The message is also
        split in the following format *function#arg1#...#argN*. The two
        formats are used to create a Finite State Machine, each alert being
        a state transition.

        :param str msg: The massage to process with the current format
        """
        debug_comm_len("[%s] Received alert : %s" % (self.name, msg))
        # debug2 = self.view_update
        # print "repr:" + repr(msg)
        source = msg.split("|")[1].split(">")[-2]
        message = msg.split(">")[-1]
        # Global logger
        self.alerts.append(msg)
        #
        # New node registered
        #
        if "archi=" in message:
            self.sendRemotef(
                self.model, "alert|%s>%s" %
                (self.name, msg.split("|")[1]))
        #
        # Source agent bandwidth
        #
        if source == "Agent_Bandwidth":
            if "recv_bytes" in message:
                args = message.split('#')
                tm = args[1]
                r = args[2]
                self.recv_bytes.append({'time': float(tm), 'bytes': float(r)})
                if len(self.recv_bytes) > 50:
                    self.recv_bytes.pop(0)

                # self.sendRemotef(self.model, "alert|%s>recv_bytes#%s#%s" %
                # (self.name, tm, r))
            elif "trans_bytes" in message:
                args = message.split('#')
                tm = args[1]
                t = args[2]
                self.trans_bytes.append({'time': float(tm), 'bytes': float(t)})
                if len(self.trans_bytes) > 50:
                    self.trans_bytes.pop(0)

                # self.sendRemotef(self.model, "alert|%s>trans_bytes#%s#%s" %
                # (self.name, tm, r))
            else:
                self.sendRemotef(
                    self.model, "alert|%s>Unexpected alert: %s" %
                    (self.name, message))
        elif source == "Agent_Connections":
            if "ip_connections" in message:
                # debug_info("Got %s" % message)
                args = message.split('#')
                a = eval(args[1])
                if len(self.ip_connections) > 0:
                    for sip in self.ip_connections:
                        sip['value'] = 0
                for ipobj in a:
                    if len(self.ip_connections) == 0 or ipobj['ip'] not in [
                            selfip['ip'] for selfip in self.ip_connections]:
                        self.ip_connections.append(ipobj)
                    else:
                        for sip in self.ip_connections:
                            if sip['ip'] == ipobj['ip']:
                                sip['value'] = ipobj['value']
                debug_info("Analyzing %s" % self.ip_connections)
                # Reaction
                new_ddos = False
                all_good = True
                for ipobj in self.ip_connections:
                    if ipobj['value'] > 100:
                        new_ddos = True
                        all_good = False
                    elif (ipobj['value'] > 20 and
                          (time.time() - self.time_last_attack) > 30):
                        all_good = False

                if new_ddos and not self.under_ddos:
                    debug_info("DDos detected, slow mode")
                    if (time.time() - self.time_last_attack) > 30:
                        self.time_last_attack = time.time()
                        self.under_ddos = True
                        agent_bp = self.findNode("Agent_Bandwidth")
                        # agent_controller = self.findNode(
                        # "Agent_Controller_Pox")
                        agent_controller = self.findNode(
                            "Agent_Controller_Floodlight")
                        mac = self.sendRemote(agent_bp, 'get_mac|')
                        self.sendRemotef(
                            agent_controller, "alert_ip|%s#%s" %
                            (ipobj['value'], mac))
                        debug_info(
                            "DDos detected for %s, forwarding %s" %
                            (ipobj['value'], mac))

                elif all_good and self.under_ddos:
                    debug_info("DDos stopped, slow mode")
                    if (time.time() - self.time_last_attack) > 120:
                        self.time_last_attack = time.time()
                        self.under_ddos = False
                        agent_bp = self.findNode("Agent_Bandwidth")
                        # agent_controller = self.findNode(
                        # "Agent_Controller_Pox")
                        agent_controller = self.findNode(
                            "Agent_Controller_Floodlight")
                        mac = self.sendRemote(agent_bp, 'get_mac|')
                        self.sendRemotef(
                            agent_controller, "alert_ip|%s#%s" %
                            (ipobj['value'], mac))
                        debug_info(
                            "DDos stopped for %s, normal traffic for %s" %
                            (ipobj['value'], mac))
            else:
                self.sendRemotef(
                    self.model, "alert|%s>Unexpected alert: %s" %
                    (self.name, message))
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  Source code for vespa.controller

# -*- coding: utf-8 -*-
#
# Module name: controller.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Controller
"""
from log_pipe import *
import signal
import time
import json
from BaseHTTPServer import HTTPServer, BaseHTTPRequestHandler
from SocketServer import ThreadingMixIn
import threading
import urlparse


[docs]class HttpServerHandler(BaseHTTPRequestHandler):
[docs]    def do_GET(self):
        # content_length = int(self.headers.getheader("Content-Length"))
        # request = self.rfile.read(content_length)
        # BaseHTTPRequestHandler has a property called server and because
        # we create MyHTTPServer, it has a handler property
        request = urlparse.urlparse(self.path)
        c = self.server.controller
        response = self.server.handler(c, request.path)
        debug_controller(request)
        self.send_response(200)
        self.send_header("Access-Control-Allow-Origin", "*")
        self.end_headers()
        self.wfile.write(json.dumps(response))


[docs]    def log_message(self, format, *args):
        return




[docs]class MyHTTPServer(HTTPServer):
    """this class is necessary to allow passing custom request handler into
       the RequestHandlerClass"""
    def __init__(self, server_address, RequestHandlerClass, handler, control):
        HTTPServer.__init__(self, server_address, RequestHandlerClass)
        self.handler = handler
        self.controller = control



[docs]class HttpServer:
    def __init__(self, name, host, port, handler, c):
        self.name = name
        self.host = host
        self.port = port
        self.handler = handler
        self.server = None
        self.controller = c

[docs]    def start(self):
        # we need use MyHttpServer here
        self.server = MyHTTPServer((self.host, self.port), HttpServerHandler,
                                   self.handler, self.controller)
        self.server.serve_forever()


[docs]    def stop(self):
        if self.server:
            self.server.shutdown()




[docs]def server_handler(c, request):
    if request == "/archi":
        vo = c.model.slaves[0]
        vo_name, vo_host, vo_port = vo
        a = {'name': vo_name, 'host': vo_host, 'port': vo_port, 'children': []}
        vo_slaves_raw = c.model.sendRemote(vo, "list_slaves|")
        vo_slaves = eval(vo_slaves_raw)
        for ho in vo_slaves:
            ho_name, ho_host, ho_port = ho
            b = {'name': ho_name, 'host': ho_host, 'port': ho_port,
                 'children': []}
            a['children'].append(b)
            ho_slaves_raw = c.model.sendRemote(ho, "list_slaves|")
            try:
                ho_slaves = eval(ho_slaves_raw)
            except SyntaxError:
                ho_slaves = []
            for agent_name, agent_host, agent_port in ho_slaves:
                d = {'name': agent_name, 'host': agent_host,
                     'port': agent_port, 'children': []}
                b['children'].append(d)
        return a
    elif request == "/trans_bytes":
        vo = c.model.slaves[0]
        return eval(c.model.sendRemote(vo, "get_trans_bytes|"))
    elif request == "/recv_bytes":
        vo = c.model.slaves[0]
        return eval(c.model.sendRemote(vo, "get_recv_bytes|"))
    elif request == "/get_configini":
        return c.model.config
    elif request == "/get_alerts":
        vo = c.model.slaves[0]
        return eval(c.model.sendRemote(vo, "get_alerts|"))
    elif request == "/connect":
        return "Ok"
    elif request == "/next_recv_bytes":
        vo = c.model.slaves[0]
        return eval(c.model.sendRemote(vo, "get_next_recv_bytes|"))
    elif request == "/next_trans_bytes":
        vo = c.model.slaves[0]
        return eval(c.model.sendRemote(vo, "get_next_trans_bytes|"))
    elif request == "/get_ip_connections":
        vo = c.model.slaves[0]
        return eval(c.model.sendRemote(vo, "get_ip_connections|"))
    elif request == "/get_topology":
        vo = c.model.slaves[0]
        return eval(c.model.sendRemote(vo, "get_topology|"))
    elif request == "/get_link_stats":
        vo = c.model.slaves[0]
        return eval(c.model.sendRemote(vo, "get_link_stats|"))
    else:
        return request



[docs]class Controller(object):
    def __init__(self, model, view, testmode=False):
        self.model = model
        self.view = view
        self.testmode = testmode

[docs]    def handler(self, signum, false):
        if signum == 2:
            debug_init("Controller received shutting down")
            self._shutdown()


    def _shutdown(self):
        self.model.destroy()

        if not self.testmode:
            exit(0)

        self.server.stop()

[docs]    def start(self):
        debug5("Started Controller")

        if not self.testmode:
            signal.signal(signal.SIGINT, self.handler)

        self.server = HttpServer("test server", "0.0.0.0", 8080,
                                 server_handler, self)
        self.server.start()







          

      

      

    


    
        © Copyright 2014, Aurélien Wailly.
      Created using Sphinx 1.2.2.
    

  

_static/plus.png





_modules/vespa/ho_hy.html


    
      Navigation


      
        		
          index


        		
          modules |


        		vespa 1.0 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for vespa.ho_hy

# -*- coding: utf-8 -*-
#
# Module name: ho_hy.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Horizontal orchestrator
"""
import socket
from log_pipe import debug1
from agent import Agent
from ho import HO


[docs]class HO_HY(HO):
    """Create an horizontal orchestrator to handle agents at the hypervisor
    level.

    :return: The HO to gather and react on hypervisor agents.
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=True):
        super(HO_HY, self).__init__(name, host, port, master, run)
        self.have_backend = False

[docs]    def send(self, msg):
        """Overload the internal send() to capture and send messages to the
        backend

        :param str msg: The massage to process and to send
        :return: The backend response
        :rtype: str
        """
        data = super(HO_HY, self).send(msg)
        # self.sendRemote( self.master, data )
        return data


[docs]    def ninjaMethod(self):
        """Empty function for tests
        """
        pass
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# -*- coding: utf-8 -*-
#
# Module name: agent_controller_floodlight.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Agent to wrap Gandalf's controller. Based on floodlight, it can be a nice
start for a full API against floodlight.
"""

from logging import *
from agent_controller import Agent_Controller
import Queue
import urllib2
import json
import random


[docs]class Agent_Controller_Floodlight(Agent_Controller):
    """Flag a mac address as suspicious and gather statistics for local
    links

    :return: The wrapper to the OMN controller
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=False):
        self.controller_ip = "12.0.0.20:9999"
        # self.floodlight = "12.0.0.10:8080"
        self.floodlight = "10.193.163.27:8080"
        super(
            Agent_Controller_Floodlight,
            self,
        ).__init__(
            name,
            host,
            port,
            master,
            run)
        self.backend = self.desc()

    def _send_controller(self, msg):
        return self._send_url(self.controller_ip, msg)

    def _send_floodlight(self, msg):
        return self._send_url(self.floodlight, msg)

    def _send_url(self, urlmsg, msg):
        url = 'http://%s/%s' % (urlmsg, msg)
        response = urllib2.urlopen(url)
        the_page = response.read()
        return the_page

[docs]    def alert_ip(self, ip, mac):
        """Block a tuple (ip,mac) with SDN

        :param str IP: The IP to block (for future)
        :param str mac: The associated MAC address (needed)
        :return: The controller response
        :rtype: str
        """
        return self.block_hackers(mac)


[docs]    def status_hackers(self):
        """Get the status of a tuple (ip,mac) with SDN

        :return: The controller response
        :rtype: str
        """
        return self._send_controller('status_hackers')


[docs]    def release_hackers(self):
        """Release all tuples (ip,mac) with SDN

        :return: The controller response
        :rtype: str
        """
        return self._send_controller('release_hackers')


[docs]    def block_hackers(self, mac):
        """Block a MAC address with SDN

        :param str mac: The associated MAC address
        :return: The controller response
        :rtype: str
        """
        return self._send_controller('?mac=%s' % mac)


[docs]    def get_topology(self, cmd='wm/topology/switchclusters/json'):
        """Get the current topology of the SDN network

        :param str cmd: The floodlight URL to grab the topology
        :return: The list of nodes and links detected
        :rtype: dict
        """
        topo = self._send_controller(cmd)
        jt = json.loads(topo)

        nodes = []
        for link in jt:
            if link["src-switch"] not in nodes:
                nodes.append({'id': link["src-switch"]})
            if link["dst-switch"] not in nodes:
                nodes.append({'id': link["dst-switch"]})

        edges = []
        for e in jt:
            no = [f['id'] for f in nodes]
            id1 = [i for i, x in enumerate(no) if x == e["src-switch"]][0]
            id2 = [i for i, x in enumerate(no) if x == e["dst-switch"]][0]
            edges.append({"source": id1,
                          "target": id2,
                          "value": random.randint(0, 200)})
        # print self.switches,switches
        # print self.links,edges

        return {'links': edges, 'nodes': nodes}


[docs]    def get_link_stats(self, cmd='wm/topology/links/json'):
        """Get links statistics over the floodlight controller

        :param str cmd: The floodlight URL to grab the links statistics
        :return: The controller response
        :rtype: str
        """
        links = self._send_controller(cmd)
        return links
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  Source code for vespa.agent_bandwidth

# -*- coding: utf-8 -*-
#
# Module name: agent_bandwidth.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.
"""
Agent wrapper around /proc/dev/net to filter an interface statistics. The
interface *eth0* is used as default.
"""

import socket
from logging import *
from threading import Thread
import subprocess
from node import Node
from agent import Agent
import Queue
import fcntl
import socket
import struct

# End Flag
EOT_FLAG = "EndOfTransmission"
LIST_ITEM_SEPARATOR = ':'
LIST_SEPARATOR = '\r'


[docs]class Agent_Bandwidth(Agent):
    """Provide a wrapper around Linux interfaces /proc files. The Agent can
    extract information of specific interfaces, i.e. eth0 or lo.

    :return: The agent to grab informations
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=True):
        # self.proc = None
        self.devfile = "/proc/net/dev"
        self.iface = "eth0"
        super(Agent_Bandwidth, self,).__init__(name, host, port, master, run)
        self.backend = self.desc()

[docs]    def launch(self):
        """Send _recv_bytes_ and _trans_bytes_ back to the master every
        second
        """

        import time

        while not self.quitting:
            infos = self._get_ifaces()
            tm = time.time()

            r = infos[self.iface]['recv_bytes']
            # self.sendRemote(self.master, "alert|%s>recv_bytes#%s#%s" %
            # (self.name, tm, r), needack=False)
            self.sendAlert("recv_bytes#%s#%s" % (tm, r))

            t = infos[self.iface]['trans_bytes']
            # self.sendRemote(self.master, "alert|%s>trans_bytes#%s#%s" %
            # (self.name, tm, t), needack=False)
            self.sendAlert("trans_bytes#%s#%s" % (tm, t))

            time.sleep(1)


    def _get_ifaces(self):
        """Function parsing the /proc/net/dev file and feeding a table

        :return: The table mapping the device file
        :rtype: list
        """

        lines = open(self.devfile, "r").readlines()

        columnLine = lines[1]
        _, receiveCols, transmitCols = columnLine.split("|")
        receiveCols = map(lambda a: "recv_" + a, receiveCols.split())
        transmitCols = map(lambda a: "trans_" + a, transmitCols.split())

        cols = receiveCols + transmitCols

        faces = {}
        for line in lines[2:]:
            if line.find(":") < 0:
                continue
            face, data = line.split(":")
            faceData = dict(zip(cols, data.split()))
            faces[face.strip()] = faceData

        return faces

[docs]    def get_mac(self):
        """Grab the mac address of the class defined _self.iface_

        :return: The string containing the mac address, colon separated
        :rtype: str
        """

        return self._get_mac(self.iface)


    def _get_mac(self, ifname):
        """Send an ioctl to recover the mac address of a specific interface

        :return: The string containing the mac address, colon separated
        :rtype: str
        """

        s = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
        info = fcntl.ioctl(
            s.fileno(),
            0x8927,
            struct.pack(
                '256s',
                ifname[
                    :15]))
        return ''.join(['%02x:' % ord(char) for char in info[18:24]])[:-1]
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  Source code for vespa.agent

# -*- coding: utf-8 -*-
#
# Module name: agent.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Agent representation
"""
import socket
from node import Node


[docs]class Agent(Node):
    def __init__(self, name, host, port, master, run=True):
        super(Agent, self,).__init__(name, host, port, master, run)
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  Source code for vespa.node

# -*- coding: utf-8 -*-
#
# Module name: node.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Most basic inherited class for a simple Node

Default config without backend

Pthread is used as Profiler wrapper

If you do not need profiling you may replace the PThread class with:
    class Node(Thread):

INTERNALS:

"""

import socket
from log_pipe import *
from threading import Thread
import cProfile
import select
import subprocess
import hashlib
import time
import json
from Crypto.Cipher import AES
from Crypto import Random
import base64
import random
from aes_gcm import AES_GCM
import sys

# End Flag
EOT_FLAG = "EndOfTransmission"
LIST_ITEM_SEPARATOR = ':'
LIST_SEPARATOR = '\r'
RECV_LENGTH = 4096


[docs]class PThread(Thread):
    def __init__(self, name, host, port, master, run=True):
        Thread.__init__(self)
        self.host = host
        self.port = port
        self.method_list = [method for method in dir(self)
                            if callable(getattr(self, method))
                            and method not in dir(Thread)]
        self.slaves = []
        self.master = master
        self.alert_handlers = []
        self.have_backend = False
        self.is_backend_reachable = False
        self.quitting = False
        self.threads = []
        self.interface_threads = []
        # self.key = int("VESPAVESPAVESPA1".encode("hex"))
        self.key = "VESPA"*6 + "12"
        if run:
            self.start()
            t = ThreadWorker(target=self.launch)
            # self.launch()
            self.threads.append(t)
            t.start()
        self.name = name
        self.current_links = []
        self.socket_counter = {}
        self.wsocket_counter = {}

    def __str__(self):
        return "%s#%s#%s" % (self.name, self.host, self.port)

[docs]    def desc(self):
        """
        Return the tuple representing a node
        """
        return (self.name, self.host, self.port)


[docs]    def list_slaves(self):
        """
        Return self.slaves
        """
        return self.slaves


[docs]    def get_backend(self):
        """
        Return the backend registered on initialization (i.e. Resource)
        """
        return self.backend


[docs]    def register(self, name, host, port):
        debug5("[%s] Added slave %s" % (self.name, name))
        if (name, host, int(port)) not in self.slaves:
            self.slaves.append((name, host, int(port)))
        else:
            cl = []
            for r, s in self.current_links:
                if r == (name, host, int(port)):
                    s.close()
                else:
                    cl.append((r, s))
            self.current_links = cl
        if self.master:
            self.sendRemotef(self.master,
                             'alert|%s>archi=New slave' % self.name)


[docs]    def destroy(self):
        """
        Destroy all slaves
        """
        if self.quitting is False:
            self.quitting = True
            for r, s in self.current_links:
                # s.send("destroy|%s" % EOT_FLAG)
                self.socket_counter[r] += 1
                self.sendSocket(s, r, "destroy|")
            for slave in self.slaves:
                self.sendRemotef(slave, "destroy|")
            # WARNING, DESTROY ALL!
            if self.master:
                self.sendRemotef(self.master, "destroy|")


[docs]    def register_alert_handler(self, handler):
        debug5("[%s] Added alert handler %s" % (self.name, handler))
        self.alert_handlers.append(handler)


[docs]    def findNode(self, name):
        for slave in self.slaves:
            slave_name, slave_host, slave_port = slave
            if slave_name == name:
                return slave
            node_results = self.sendRemote(slave, "findNode|%s" % name)
            if node_results != 'None':
                return eval(node_results)
        return 'None'
        # raise Exception("Node %s not present in VO %s." % (name, self.name))


[docs]    def send(self, msg):
        """
        Provide an entry to current node functions.
        """
        # Handling overloaded methods
        for method in self.method_list:
            # if msg == method:
            #    debug1("BOUNGA")
            #    return self.__getattribute__(method)()
            if self._get_method(msg) == method:
                arguments = self._get_arguments_list(msg)
                if len(arguments) == 1 and len(arguments[0]) == 0:
                    return self.__getattribute__(method)()
                else:
                    return self.__getattribute__(method)(*arguments)
        data = ["help#"]
        if self.have_backend and self.is_backend_reachable:
            # Connection to backend
            # For C : data = [ self.sendRemote(self.backend, msg) ]
            data = eval(self.sendRemote(self.backend, msg))
            debug_comm('Received 1 %s' % repr(data))
        if msg == 'help|':
            for method in self.method_list:
                if (not method[0:1] == '_'
                        and method not in data[0]
                        and not method == "send"):
                    data[0] += method + '#'
        return data


[docs]    def sendAlert(self, msg):
        """
        Wrapper for sendRemote with alert formatting.

        See "sendRemote" for arguments description and returns
        """
        return self.sendRemotef(self.master, "alert|%s>%s" % (self.name, msg))


[docs]    def sendRemotef(self, remote, msg):
        """
        Wrapper for sendRemote with needack=False

        See "sendRemote" for arguments description and returns
        """
        return self.sendRemote(remote, msg, needack=False)


[docs]    def sendRemote(self, remote, msg, needack=True):
        """
        Send a message to a node (remote) using the node.desc() string.
        This function deals with sockets directly.

        Default behavior is to wait data as acknowledgement (needack).
        It is only modified for messages needing fast delivery and processing
        such as alerts.
        """
        name, host, port = remote
        while 1:
            try:
                debug_comm_len("[%s] Trying to send: %s -> %s" %
                               (self.name, remote, msg))
                # Trying to reuse socket (reducing socket number)
                if remote not in [r for r, _ in self.current_links]:
                    debug_comm("[%s] Creating socket" % self.name)
                    s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
                    self.current_links.append((remote, s))
                    # print '%s:%s' % (host, port)
                    s.connect((host, port))
                    self.socket_counter[remote] = 0
                else:
                    debug_comm("[%s] Socket exist, reusing" % self.name)
                    s = [s for r, s in self.current_links if remote == r][0]
                    debug_comm("[%s] >> %s" % (self.name, str(s)))
                    self.socket_counter[remote] += 1
                """
                This part is in beta, we will move toward AES GCM/EAX
                """
                self.sendSocket(s, remote, msg)
                data = ""
                if needack:
                    debug_comm("[%s] Waiting for recv and EOT_FLAG" %
                               self.name)
                    while EOT_FLAG not in data:
                        data += s.recv(RECV_LENGTH)
                    data = data.replace(EOT_FLAG, "")
                    # s.shutdown(socket.SHUT_RDWR)
                    # s._sock.close()
                    # s.close()
                    debug_comm('[%s] Received %s' % (self.name, repr(data)))
                return data
            except socket.error, (errno, strerror):
                if errno in [32, 104, 111, 10057, 10061]:
                    debug_comm("[%s] Connection reset by peer, recreating" %
                               self.name)
                    # Handle double faults
                    if remote in [r for r, _ in self.current_links]:
                        self.current_links.remove((remote, s))
                    # FIXME
                    time.sleep(1)
                    # Needed to reset counters on node lost/creation
                    # self.wsocket_counter[uniqid] = 0
                elif errno in [113]:
                    self.sendRemotef(self.master, "alert|%s>down#%s" %
                                     (self.name, repr(remote)))
                    return 'None'
                else:
                    debug_comm("[-] [%s] Error %s [%s][%s]" %
                               (self.name, msg, errno, strerror))
                    raise
                    return []


[docs]    def sendSocket(self, s, remote, msg):
        """
        Handle the socket (s.send) message and encryption routines.
        """
        iv = "%016i" % self.socket_counter[remote]
        cmsg, hmsg = self._encrypt(msg, iv)
        debug_crypto("[%s] b64ing msg" % self.name)
        cmsg = base64.b64encode(cmsg)
        debug_crypto("[%s] Encrypt msg :: %s :: %s :: %s" %
                     (self.name, remote, iv, cmsg))
        hmsg = base64.b64encode(hmsg)
        jsonmsg = {"cmsg": cmsg, "checksum": hmsg}
        debug_comm("[%s] Sending msg" % self.name)
        s.send("%s%s" % (json.dumps(jsonmsg), EOT_FLAG))


[docs]    def worker(self, conn):
        """
        Handle socket reception job.
        """
        data_recv = ""
        uniqid = random.randint(0, 200000)
        self.wsocket_counter[uniqid] = 0
        while not self.quitting:
            debug_comm("[%sW%s] Worker waiting datas (prev:%s)" %
                       (self.name, uniqid, data_recv))
            data_prev = ""
            while EOT_FLAG not in data_recv:
                data_recv += conn.recv(RECV_LENGTH)
                debug_comm_detail('[%sW%s] Daemon Received %s' %
                                  (self.name, uniqid, repr(data_recv)))
                # FIXME Weird behaviour when killing other side, loop with ''
                if data_recv == data_prev:
                    conn.close()
                    # self.quitting = True
                    return
                data_prev = data_recv
            # Fail if multiple messages into "data"
            # data = data.replace(EOT_FLAG, "")
            for data in data_recv.split(EOT_FLAG)[0:-1]:
                debug_comm_len('[%sW%s] Parsing data %s' %
                               (self.name, uniqid, repr(data)))
                # Checking integrity
                jsonmsg = json.loads(data)
                #    debug_comm('[%sW%s] Integrity error for json message,
                #               skipping data ' % (self.name, uniqid))
                #    continue
                # Parse message
                iv = "%016i" % self.wsocket_counter[uniqid]
                cmsg = base64.b64decode(jsonmsg['cmsg'])
                hmsg = base64.b64decode(jsonmsg['checksum'])
                data = self._decrypt(cmsg, iv, hmsg)
                debug_crypto("[%sW%s] Counter :: %s" %
                             (self.name, uniqid, self.wsocket_counter[uniqid]))
                debug_crypto("[%sW%s] Data:: %s" % (self.name, uniqid, data))
                self.wsocket_counter[uniqid] += 1
                # The counter can be desynchronized
                try:
                    command = self._get_method(data)
                    arguments = self._get_arguments(data)
                except:
                    sys.stderr.write("[%sW%s] Error with %s" %
                                     (self.name, uniqid, data))
                    conn.close()
                    return
                result = ""
                if command == "alert":
                    # preventing dead lock FIXME
                    # conn.send("ack|" + EOT_FLAG)
                    # alert message is forwarded to the whole chain
                    if self.master:
                        self.sendRemotef(self.master, 'alert|%s>%s' %
                                         (self.name, arguments))
                    # registered alert handlers are called
                    for handler in self.alert_handlers:
                        handler(data)
                elif command == "ack":
                    pass
                else:
                    debug_comm("[-] %sW%s> Data not parsed, forwarding" %
                               (self.name, uniqid))
                    result = self.send(data)
                    if result != "":
                        conn.send(str(result) + EOT_FLAG)
                    else:
                        conn.send("ack|" + EOT_FLAG)
                debug_comm("[%sW%s] Done" % (self.name, uniqid))
                # conn.shutdown(socket.SHUT_RDWR)
                # conn._sock.close()
                # conn.close()
                if command == "destroy":
                    conn.close()
                    self.quitting = True
                    debug_thread("[%sW%s] Connection closed, destroying" %
                                 (self.name, uniqid))
                    return  # just to be sure :)
            # Last message is splitted
            data_recv = data_recv.split(EOT_FLAG)[-1]


[docs]    def run(self):
        """
        Thread listenning on node port.
        It creates a worker thread for each accepted socket.

        It SHOULD NOT accept multiple hosts, but ready for it.
        """
        debug_thread("[%s] Creating interface listeners" % self.name)
        # for host in self.host:
        t = ThreadWorker(target=self.listen_interface, args=(self.host,))
        self.interface_threads.append(t)
        t.start()
        debug_thread("[%s] Interface listener quitting, waiting workers" %
                     self.name)
        for t in self.interface_threads:
            t.join()
        debug_thread("[%s] Interface workers joined" % self.name)


[docs]    def listen_interface(self, host):
        s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
        s.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
        # WARNING !!
        # Works only if hostname is not mapped to 127.0.0.1 in /etc/hosts
        # WARNING !!
        # self.host = socket.gethostbyname(socket.gethostname())
        debug_comm("[%s] Binding on %s:%s" %
                   (self.name, repr(host), self.port))
        s.bind((host, self.port))
        # self.port = s.getsockname()[1]
        s.listen(1000)
        debug_comm("[%s] Listening on %s:%s" % (self.name, host, self.port))
        while not self.quitting:
            rr, rw, err = select.select([s], [], [], 1)
            debug_thread("[%s] Selected" % self.name)
            if rr:
                conn, addr = s.accept()
                debug_comm("[%s] Accepted connection" % self.name)
                t = ThreadWorker(target=self.worker, args=(conn,))
                self.threads.append(t)
                t.start()
        debug_thread("[%s] Quitting, waiting for workers: %s" %
                     (self.name, self.threads))
        for t in self.threads:
            t.join()
        debug_thread("[%s] Workers joined" % self.name)


[docs]    def wait_backend(self, max_tries=0):
        """
        Ping node backend and return when backend is up.

        WARNING: Does not timeout if max_tries = 0
        """
        tries = 0
        while max_tries == 0 or tries < max_tries:
            name, ip, port = self.backend
            ret = subprocess.call("ping -c 1 %s" % ip,
                                  shell=True,
                                  stdout=open('/dev/null', 'w'),
                                  stderr=subprocess.STDOUT)
            if ret == 0:
                return 'Ok'
            else:
                time.sleep(1)
                tries += 1
        return None


    def _get_method(self, msg):
        return msg.split("|")[0]

    def _get_arguments(self, msg):
        return msg.split("|")[1]

    def _get_arguments_list(self, msg):
        return self._get_arguments(msg).split('#')

    def _encrypt(self, msg, iv):
        # iv = Random.new().read(AES.block_size)
        cipher = AES.new(self.key, AES.MODE_CFB, iv)
        # return iv, cipher.encrypt(msg)
        ciph = cipher.encrypt(msg)
        hmsg = self._checksum(ciph)
        return ciph, hmsg
        # gcm = AES_GCM(self.key)
        # return gcm.encrypt(iv, msg)

    def _decrypt(self, msg, iv, auth):
        if auth != self._checksum(msg):
            debug_comm('[%sW] Integrity error for json message,'
                       'skipping data ' % self.name)
            debug_comm('%s :: %s' % (auth, self._checksum(msg)))
            raise Exception("Bad checksum when decrypting message")
        cipher = AES.new(self.key, AES.MODE_CFB, iv)
        return cipher.decrypt(msg)
        # gcm = AES_GCM(self.key)
        # return gcm.decrypt(iv, msg, auth)

    def _checksum(self, msg):
        return hashlib.sha1(msg).hexdigest()

[docs]    def launch(self):
        pass




[docs]class Node(PThread):
    # Overrides threading.Thread.run()
[docs]    def run(self):
        profiler = cProfile.Profile()
        try:
            return profiler.runcall(PThread.run, self)
        finally:
            profiler.dump_stats('myprofile-%s.profile' % (self.name))




[docs]class ThreadWorker(Thread):
    # Overrides threading.Thread.run()
[docs]    def run(self):
        profiler = cProfile.Profile()
        try:
            return profiler.runcall(Thread.run, self)
        finally:
            profiler.dump_stats('myprofile-worker-%s.profile' % (self.name))
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  Source code for vespa.view

# -*- coding: utf-8 -*-
#
# Module name: view.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.


[docs]class View(object):
    def __init__(self, model):
        self.model = model
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  Source code for vespa.agent_controller_pox

# -*- coding: utf-8 -*-
#
# Module name: agent_controller_pox.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Agent to wrap the POX python SDN controller. It require some modification on
the other side too. You can follow the mac address blocking tutorial on the
POX website.
"""

from logging import *
from .node import Node
from .agent_controller import Agent_Controller
import Queue
import json
import urllib
import urllib2
import json
import sys
import socket
import argparse

mychannel = 'mac_redir'


[docs]class Agent_Controller_Pox(Agent_Controller):
    """Flag a mac address as suspicious and gather statistics for local
    links

    :return: The wrapper to the OMN controller
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=False):
        self.controller_ip = '10.193.163.27'
        self.controller_port = 7790
        super(
            Agent_Controller_Pox,
            self,
        ).__init__(
            name,
            host,
            port,
            master,
            run)
        self.backend = self.desc()

    def _send_controller(self, cmd):
        host = self.controller_ip  # '10.193.163.27' # p-rambo
        port = self.controller_port  # 7790

        try:
            sock = socket.socket()
            sock.connect((host, port))
            msg = {
                'CHANNEL': '',
                'cmd': 'join_channel',
                'channel': mychannel,
                'json': True,
            }
            sock.send(json.dumps(msg))

            msg = {
                'CHANNEL': mychannel,
                'cmd': cmd,
            }
            sock.send(json.dumps(msg))
        except:
            pass

        try:
            sock.close()
        except:
            pass

        return "Ok"

    def _send_controller_res(self, cmd):
        host = self.controller_ip  # '10.193.163.27' # p-rambo
        port = self.controller_port

        sock = socket.socket()
        sock.connect((host, port))
        msg = {
            'CHANNEL': '',
            'cmd': 'join_channel',
            'channel': mychannel,
            'json': True,
        }
        sock.send(json.dumps(msg))

        msg = {
            'CHANNEL': mychannel,
            'cmd': cmd,
        }
        sock.send(json.dumps(msg))

        cmd_welcome = True
        while cmd_welcome:
            d = sock.recv(4096)
            cmd_welcome = ("welcome" in d)

        try:
            sock.close()
        except:
            pass
        print repr(d)

        return json.loads(d)

[docs]    def alert_ip(self, ip, mac):
        """Block a tuple (ip,mac) with SDN

        :param str IP: The IP to block (for future)
        :param str mac: The associated MAC address (needed)
        :return: The controller response
        :rtype: str
        """
        return self.block_hackers()


[docs]    def status_hackers(self):
        """Get the status of a tuple (ip,mac) with SDN

        :return: The controller response
        :rtype: str
        """
        return self._send_controller('status_hackers')


[docs]    def release_hackers(self):
        """Release all tuples (ip,mac) with SDN

        :return: The controller response
        :rtype: str
        """
        return self._send_controller('release_hackers')


[docs]    def block_hackers(self):
        """Block a MAC address with SDN

        :param str mac: The associated MAC address
        :return: The controller response
        :rtype: str
        """
        return self._send_controller('block_hackers')


[docs]    def get_topology(self, cmd='get_topology'):
        """Get the current topology of the SDN network

        :param str cmd: The POX URL to grab the topology
        :return: The list of nodes and links detected
        :rtype: dict
        """
        return self._send_controller_res(cmd)


[docs]    def get_link_stats(self, cmd='get_link_stats'):
        """Get links statistics over the pox controller

        :param str cmd: The POX URL to grab the links statistics
        :return: The controller response
        :rtype: str
        """
        return self._send_controller_res(cmd)
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  Source code for vespa.ho_ph

# -*- coding: utf-8 -*-
#
# Module name: ho_ph.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Horizontal orchestrator
"""
import socket
from log_pipe import debug1
from agent import Agent
from ho import HO


[docs]class HO_PH(HO):
    """Create an horizontal orchestrator to handle agents at the physical
    level.

    :return: The HO to gather and react on physical agents.
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=True):
        super(HO_PH, self).__init__(name, host, port, master, run)
        self.have_backend = False

[docs]    def send(self, msg):
        """Overload the internal send() to capture and send messages to the
        backend

        :param str msg: The massage to process and to send
        :return: The backend response
        :rtype: str
        """
        data = super(HO_PH, self).send(msg)
        # self.sendRemote( self.master, data )
        return data


[docs]    def ninjaMethod(self):
        """Empty function for tests
        """
        pass
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  Source code for vespa.model

# -*- coding: utf-8 -*-
#
# Module name: model.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Model
"""
from log_pipe import *
import socket
from node import Node
from configobj import ConfigObj
import time

localhost = socket.gethostbyname(socket.gethostname())
config_filename = "config.ini"


[docs]class Model(Node):
    def __init__(self):
        super(Node, self,).__init__("model", localhost, 4100, None)
        self.name = "model"

        config = ConfigObj("%s" % config_filename)
        self.config = config
        debug_init("Loaded configuration from %s" % config_filename)

        # Config file modifications
        for obj in config:
            if 'Type' not in obj:
                config[obj]['Type'] = obj

        # Looking for VO (mandatory)
        try:
            vo_object = self.find_vo(config)
            debug_init("Found VO")
        except KeyError:
            debug5("%s: Unable to find VO, exiting" % self.name)
            raise  # Exception("Model %s need a VO" % self.name)

        # Instanciating object
        self.create_object_instance(config, vo_object, self)

[docs]    def find_vo(self, config):
        """
        Return VO object from config file

        One and only one VO
        """
        vo_object = None

        debug_init("%s: Finding VO" % self.name)
        for obj in config:
            if config[obj]['Type'] == 'VO':
                debug_init("%s: Found VO" % self.name)
                vo_object = obj
                break

        return config[vo_object]


[docs]    def create_object_instance(self, config, obj, master):
        debug_init("Creating object: %s" % obj['Type'])
        obj_location = config[obj['Location']]['Interfaces']

        # is_local =
        #    obj_location == config[config['VO']['Location']]['Interfaces']
        is_local = obj['Location'] == socket.gethostname()

        debug_init("Object is local: [%s == %s] %s" %
                   (obj['Location'], socket.gethostname(), is_local))

        try:
            obj_instance = eval(obj['Type'])(obj['Type'],
                                             obj_location, int(obj['Port']),
                                             master.desc(), is_local)
        except NameError:
            debug5("Agent into model.py ? Anyway, trying auto import!")
            a = __import__(obj['Type'].lower(), fromlist=[obj['Type']])
            b = getattr(a, obj['Type'])
            obj_instance = b(obj['Type'], obj_location, int(obj['Port']),
                             master.desc(), is_local)

        debug_init("Registering object")
        """
        if master == self:
            self.register(obj['Type'], obj_location, obj['Port'])
        else:
            """
        if is_local:
            self.sendRemoteWake(master.desc(), "register|%s" % obj_instance)

        debug_init("Adding slaves")
        # Adding slaves to object
        for slave in config:
            debug_init("-> %s [%s]" % (config[slave], obj['Type']))
            if 'Master' in config[slave]:
                debug_init("   %s" % config[slave]['Master'])
            if ('Master' in config[slave]
                    and config[slave]['Master'] == obj['Type']):
                self.create_object_instance(config, config[slave],
                                            obj_instance)


[docs]    def sendRemoteWake(self, remote, msg):
        """
        Force sending content to a remote host. Loop until it is done
        """
        while True:
            # self.sendRemote(remote, msg)
            # return
            try:
                debug_comm("Waiting for %s" % repr(remote))
                self.sendRemote(remote, msg)
                return
            except IOError:
                time.sleep(2)
                continue


[docs]    def findNode(self, name):
        """
        Return a tuple if the node "name" is found, raise an Exception
        otherwise.
        TODO: Refactor (3x)
        """
        for vo in self.slaves:
            vo_name, vo_host, vo_port = vo
            if vo_name == name:
                return vo
            vo_slaves_raw = self.sendRemote(vo, "list_slaves|")
            try:
                vo_slaves = eval(vo_slaves_raw)
            except SyntaxError:
                vo_slaves = []
            for ho in vo_slaves:
                ho_name, ho_host, ho_port = ho
                if ho_name == name:
                    return ho
                ho_slaves_raw = self.sendRemote(ho, "list_slaves|")
                try:
                    ho_slaves = eval(ho_slaves_raw)
                except SyntaxError:
                    ho_slaves = []
                for agent in ho_slaves:
                    agent_name, agent_host, agent_port = agent
                    if agent_name == name:
                        return agent
        raise Exception("Node %s not present in Model %s." % (name, self.name))
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  Source code for vespa.agent_controller

# -*- coding: utf-8 -*-
#
# Module name: agent_controller.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Agent to wrap Gandalf's controller
"""

from logging import *
from node import Node
from agent import Agent
import Queue
import json
import urllib
import urllib2


[docs]class Agent_Controller(Agent):
    """Create an Agent to send a mac address to an OpenFlow controller

    :return: The Agent instance to offer the OpenFlow alert_ip function
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=False):
        self.controller_ip = "12.0.0.3"
        self.controller_port = 80
        super(Agent_Controller, self,).__init__(name, host, port, master, run)
        self.backend = self.desc()

[docs]    def alert_ip(self, ip, mac):
        """Block the mac address on the network

        :param str ip: The IP address or domain of the controller
        :param str mac: The mac address to block on the network
        :return: The "Ok" string
        :rtype: str
        """
        url = 'http://%s:%s/' % (self.controller_ip, self.controller_port)
        values = {'mac': mac}
        data = urllib.urlencode(values)
        print '!!!!!!!!!!!!!!!!!!!!! Sending mac %s to %s' % (mac, url)
        req = urllib2.Request(url, data)
        response = urllib2.urlopen(req)
        the_page = response.read()
        return "Ok"
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  Source code for vespa.log_pipe

# -*- coding: utf-8 -*-
#
# Module name: log_pipe.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
log_pipe
"""


[docs]class bcolors(object):
    HEADER = '\033[95m'
    OKBLUE = '\033[94m'
    OKGREEN = '\033[92m'
    WARNING = '\033[93m'
    FAIL = '\033[91m'
    ENDC = '\033[0m'

[docs]    def disable(self):
        self.HEADER = ''
        self.OKBLUE = ''
        self.OKGREEN = ''
        self.WARNING = ''
        self.FAIL = ''
        self.ENDC = ''




[docs]def debug1(str):
    print repr(str)
    pass



[docs]def debug2(str):
    print repr(str)
    pass



[docs]def debug4(str):
    print repr(str)
    # raise Exception("Fatal!")
    raise



[docs]def debug5(str):
    print "%s[INFO]%s %s" % (bcolors.HEADER, bcolors.ENDC, str)
    pass



[docs]def debug_info(str):
    debug5(str)
    pass



[docs]def debug_comm(str):
    # print "%s[COMM]%s %s" % (bcolors.OKBLUE, bcolors.ENDC, str)
    pass



[docs]def debug_crypto(str):
    # print "%s[CRYP]%s %s" % (bcolors.OKBLUE, bcolors.ENDC, str)
    pass



[docs]def debug_comm_len(s):
    """
    Display maximum sized informations

    Notes: offloaded to prevent screen flooding
    """
    # print "%s[COMM]%s %s" % (bcolors.OKBLUE, bcolors.ENDC, s[0:200])
    # print "%s[COMM]%s %s" % (bcolors.OKBLUE, bcolors.ENDC, s)
    pass



[docs]def debug_comm_detail(str):
    """
    Display extended communications information
    - How sendRemote split RECV_LENGTH

    Notes: offloaded to prevent screen flooding
    """
    # print "%s[COMM]%s %s" % (bcolors.OKBLUE, bcolors.ENDC, str)
    pass



[docs]def debug_thread(str):
    # print "%s[THRD]%s %s" % (bcolors.FAIL, bcolors.ENDC, str)
    pass



[docs]def debug_init(str):
    # print "%s[INIT]%s %s" % (bcolors.OKGREEN, bcolors.ENDC, str)
    pass



[docs]def debug_controller(str):
    # print "%s[CNTR]%s %s" % (bcolors.OKGREEN, bcolors.ENDC, str)
    pass
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  Source code for vespa.aes_gcm

#!/usr/bin/env python2
#
#    Copyright (C) 2013 Bo Zhu http://about.bozhu.me
#
#    Permission is hereby granted, free of charge, to any person obtaining a
#    copy of this software and associated documentation files (the "Software"),
#    to deal in the Software without restriction, including without limitation
#    the rights to use, copy, modify, merge, publish, distribute, sublicense,
#    and/or sell copies of the Software, and to permit persons to whom the
#    Software is furnished to do so, subject to the following conditions:
#
#    The above copyright notice and this permission notice shall be included in
#    all copies or substantial portions of the Software.
#
#    THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
#    IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
#    FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
#    THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
#    LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
#    FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
#    DEALINGS IN THE SOFTWARE.

from Crypto.Cipher import AES
from Crypto.Util import Counter
from Crypto.Util.number import long_to_bytes, bytes_to_long


# GF(2^128) defined by 1 + a + a^2 + a^7 + a^128
# Please note the MSB is x0 and LSB is x127
[docs]def gf_2_128_mul(x, y):
    assert x < (1 << 128)
    assert y < (1 << 128)
    res = 0
    for i in range(127, -1, -1):
        res ^= x * ((y >> i) & 1)  # branchless
        x = (x >> 1) ^ ((x & 1) * 0xE1000000000000000000000000000000)
    assert res < 1 << 128
    return res



[docs]class InvalidInputException(Exception):
    def __init__(self, msg):
        self.msg = msg

    def __str__(self):
        return str(self.msg)



[docs]class InvalidTagException(Exception):
    def __str__(self):
        return 'The authenticaiton tag is invalid.'


# Galois/Counter Mode with AES-128 and 96-bit IV

[docs]class AES_GCM:
    def __init__(self, master_key):
        self.change_key(master_key)

[docs]    def change_key(self, master_key):
        if master_key >= (1 << 128):
            raise InvalidInputException('Master key should be 128-bit')

        self.__master_key = long_to_bytes(master_key, 16)
        self.__aes_ecb = AES.new(self.__master_key, AES.MODE_ECB)
        self.__auth_key = bytes_to_long(self.__aes_ecb.encrypt(b'\x00' * 16))

        # precompute the table for multiplication in finite field
        table = []  # for 8-bit
        for i in range(16):
            row = []
            for j in range(256):
                row.append(gf_2_128_mul(self.__auth_key, j << (8 * i)))
            table.append(tuple(row))
        self.__pre_table = tuple(table)

        self.prev_init_value = None  # reset


    def __times_auth_key(self, val):
        res = 0
        for i in range(16):
            res ^= self.__pre_table[i][val & 0xFF]
            val >>= 8
        return res

    def __ghash(self, aad, txt):
        len_aad = len(aad)
        len_txt = len(txt)

        # padding
        if 0 == len_aad % 16:
            data = aad
        else:
            data = aad + b'\x00' * (16 - len_aad % 16)
        if 0 == len_txt % 16:
            data += txt
        else:
            data += txt + b'\x00' * (16 - len_txt % 16)

        tag = 0
        assert len(data) % 16 == 0
        for i in range(len(data) / 16):
            tag ^= bytes_to_long(data[i * 16: (i + 1) * 16])
            tag = self.__times_auth_key(tag)
            # print 'X\t', hex(tag)
        tag ^= ((8 * len_aad) << 64) | (8 * len_txt)
        tag = self.__times_auth_key(tag)

        return tag

[docs]    def encrypt(self, init_value, plaintext, auth_data=b''):
        if init_value >= (1 << 96):
            raise InvalidInputException('IV should be 96-bit')
        # a naive checking for IV reuse
        if init_value == self.prev_init_value:
            raise InvalidInputException('IV must not be reused!')
        self.prev_init_value = init_value

        len_plaintext = len(plaintext)
        # len_auth_data = len(auth_data)

        if len_plaintext > 0:
            counter = Counter.new(
                nbits=32,
                prefix=long_to_bytes(init_value, 12),
                initial_value=2,  # notice this
                allow_wraparound=True)
            aes_ctr = AES.new(self.__master_key, AES.MODE_CTR, counter=counter)

            if 0 != len_plaintext % 16:
                padded_plaintext = plaintext + \
                    b'\x00' * (16 - len_plaintext % 16)
            else:
                padded_plaintext = plaintext
            ciphertext = aes_ctr.encrypt(padded_plaintext)[:len_plaintext]

        else:
            ciphertext = b''

        auth_tag = self.__ghash(auth_data, ciphertext)
        # print 'GHASH\t', hex(auth_tag)
        auth_tag ^= bytes_to_long(self.__aes_ecb.encrypt(
                                  long_to_bytes((init_value << 32) | 1, 16)))

        # assert len(ciphertext) == len(plaintext)
        assert auth_tag < (1 << 128)
        return ciphertext, auth_tag


[docs]    def decrypt(self, init_value, ciphertext, auth_tag, auth_data=b''):
        if init_value >= (1 << 96):
            raise InvalidInputException('IV should be 96-bit')
        if auth_tag >= (1 << 128):
            raise InvalidInputException('Tag should be 128-bit')

        if auth_tag != self.__ghash(auth_data, ciphertext) ^ \
                bytes_to_long(self.__aes_ecb.encrypt(
                long_to_bytes((init_value << 32) | 1, 16))):
            raise InvalidTagException

        len_ciphertext = len(ciphertext)
        if len_ciphertext > 0:
            counter = Counter.new(
                nbits=32,
                prefix=long_to_bytes(init_value, 12),
                initial_value=2,
                allow_wraparound=True)
            aes_ctr = AES.new(self.__master_key, AES.MODE_CTR, counter=counter)

            if 0 != len_ciphertext % 16:
                padded_ciphertext = ciphertext + \
                    b'\x00' * (16 - len_ciphertext % 16)
            else:
                padded_ciphertext = ciphertext
            plaintext = aes_ctr.decrypt(padded_ciphertext)[:len_ciphertext]

        else:
            plaintext = b''

        return plaintext
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  Source code for vespa.ho_vm

# -*- coding: utf-8 -*-
#
# Module name: ho_vm.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Horizontal orchestrator
"""
import socket
from log_pipe import debug1
from agent import Agent
from ho import HO


[docs]class HO_VM(HO):
    """Create an horizontal orchestrator to handle agents at the VM level.

    :return: The Horizontal Orchestrator to gather and react on VM agents.
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=True):
        super(HO_VM, self).__init__(name, host, port, master, run)
        self.have_backend = False

[docs]    def send(self, msg):
        """Overload the internal send() to capture and send messages to the
        backend

        :param str msg: The massage to process and to send
        :return: The backend response
        :rtype: str
        """
        data = super(HO_VM, self).send(msg)
        # debug1("%s> Sending %s to %s" % (self.name, msg, self.master) )
        # self.sendRemote( self.master, data )
        return data


[docs]    def ninjaMethod(self):
        """Empty function for tests
        """
        pass
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  Source code for vespa.ho

# -*- coding: utf-8 -*-
#
# Module name: ho.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Horizontal orchestrator
"""
import socket
from log_pipe import *
from threading import Thread
from node import *


[docs]class HO(Node):
    def __init__(self, name, host, port, master, run=True):
        super(HO, self,).__init__(name, host, port, master, run)

[docs]    def findAgent(self, name):
        for agent_name, host, port in self.agents:
            if agent_name == name:
                return (agent_name, host, port)
        raise Exception("Agent %s not present in HO %s." % (name, self.name))
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  Source code for vespa.agent_libvirt

# -*- coding: utf-8 -*-
#
# Module name: agent_libvirt.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.
#
# Available for domains:
#
# d.ID                  d.injectNMI                  d.resume
# d.OSType              d.interfaceParameters        d.revertToSnapshot
# d.UUID                d.interfaceStats             d.save
# d.UUIDString          d.isActive                   d.saveFlags
# d.XMLDesc             d.isPersistent               d.schedulerParameters
# d.abortJob            d.isUpdated                  d.schedulerParametersFlags
# d.attachDevice        d.jobInfo                    d.schedulerType
# d.attachDeviceFlags   d.jobStats                   d.screenshot
# d.autostart           d.listAllSnapshots           d.sendKey
# d.blkioParameters     d.managedSave                d.sendProcessSignal
# d.blockCommit         d.managedSaveRemove          d.setAutostart
# d.blockInfo           d.maxMemory                  d.setBlkioParameters
# d.blockIoTune         d.maxVcpus                   d.setBlockIoTune
# d.blockJobAbort       d.memoryParameters           d.setInterfaceParameters
# d.blockJobInfo        d.memoryPeek                 d.setMaxMemory
# d.blockJobSetSpeed    d.memoryStats                d.setMemory
# d.blockPeek           d.metadata                   d.setMemoryFlags
# d.blockPull           d.migrate                    d.setMemoryParameters
# d.blockRebase         d.migrate2                   d.setMemoryStatsPeriod
# d.blockResize         d.migrate3                   d.setMetadata
# d.blockStats          d.migrateGetCompressionCache d.setNumaParameters
# d.blockStatsFlags     d.migrateGetMaxSpeed         d.setSchedulerParameters
# d.connec           d.migrateSetCompressionCache d.setSchedulerParametersFlags
# d.controlInfo         d.migrateSetMaxDowntime      d.setVcpus
# d.coreDump            d.migrateSetMaxSpeed         d.setVcpusFlags
# d.create              d.migrateToURI               d.shutdown
# d.createWithFiles     d.migrateToURI2              d.shutdownFlags
# d.createWithFlags     d.migrateToURI3              d.snapshotCreateXML
# d.destroy             d.name                       d.snapshotCurrent
# d.destroyFlags        d.numaParameters             d.snapshotListNames
# d.detachDevice        d.openChannel                d.snapshotLookupByName
# d.detachDeviceFlags   d.openConsole                d.snapshotNum
# d.diskErrors          d.openGraphics               d.state
# d.emulatorPinInfo     d.pMSuspendForDuration       d.suspend
# d.fSTrim              d.pMWakeup                   d.undefine
# d.getCPUStats         d.pinEmulator                d.undefineFlags
# d.hasCurrentSnapshot  d.pinVcpu                    d.updateDeviceFlags
# d.hasManagedSaveImage d.pinVcpuFlags               d.vcpuPinInfo
# d.hostname            d.reboot                     d.vcpus
# d.info                d.reset                      d.vcpusFlags

import socket
from .log_pipe import debug1
from .agent import Agent

# End Flag
EOT_FLAG = "EndOfTransmission"
LIST_ITEM_SEPARATOR = ':'
LIST_SEPARATOR = '\r'


[docs]class Agent_Libvirt(Agent):

    def __init__(self, name, host, port, master, run=True):
        super(Agent_Libvirt, self).__init__(name, host, port, master, run)
        self.libvirt_host = host
        self.libvirt_port = 22
        self.libvirt_user = "root"
        self.backend = (
            "libvirt",
            self.libvirt_host,
            self.libvirt_port,
            self.libvirt_user)
        self.have_backend = False

[docs]    def launch(self):
        import libvirt
        import sys
        import os
        import time
        import xml.dom.minidom


[docs]    def send(self, msg):
        # Preprocessing
        # Default to upper agent
        data = super(Agent_Libvirt, self).send(msg)
        # Postprocessing
        # remote = (self.name, self.libvirt_host, self.libvirt_port)
        # self.sendRemote( remote, data )
        return data


    def _get_dom_name(self, nodeName, conn_local):
        # NEW LIBVIRT FUNCTION!!!
        try:
            return conn_local.lookupByName(nodeName)
        except:
            raise Exception("Cannot find node %s" % nodeName)
        # domains = conn_local.listDomainsID()
        #
        # for domainID in domains:
        #     domConnect = conn_local.lookupByID(domainID)
        #     if domConnect.name() == nodeName:
        #         domNode = domConnect
        #         return domNode
        #
        # raise Exception("Cannot find node %s" % nodeName)

[docs]    def cut_link(self, nodeName="arch-poc-win"):
        import libvirt
        import sys
        import os
        import time
        import xml.dom.minidom
        conn_local = libvirt.open("qemu+ssh://%s@%s:%s/system" %
                                  (self.libvirt_user,
                                   self.libvirt_host,
                                   self.libvirt_port))
        domNode = self._get_dom_name(nodeName, conn_local)

        parsed = xml.dom.minidom.parseString(domNode.XMLDesc(0))
        node_interface = parsed.getElementsByTagName("interface")[0]
        link_to_cut = node_interface.getElementsByTagName(
            "target")[0].getAttribute("dev")
        bridge = node_interface.getElementsByTagName(
            "source")[0].getAttribute("bridge")

        # Cutting link
        os.system(
            "ssh " +
            self.libvirt_user +
            "@" +
            self.libvirt_host +
            " \"brctl delif " +
            bridge +
            " " +
            link_to_cut +
            "\"")

        return ["Closed link " + link_to_cut +
                " from " + bridge + " for VM " + nodeName]


[docs]    def connect_link(self, nodeName="arch-poc-win"):
        import libvirt
        import sys
        import os
        import time
        import xml.dom.minidom
        conn_local = libvirt.open("qemu+ssh://%s@%s:%s/system" %
                                  (self.libvirt_user,
                                   self.libvirt_host,
                                   self.libvirt_port))

        domNode = self._get_dom_name(nodeName, conn_local)

        parsed = xml.dom.minidom.parseString(domNode.XMLDesc(0))

        node_interface = parsed.getElementsByTagName("interface")[0]
        link_to_cut = node_interface.getElementsByTagName(
            "target")[0].getAttribute("dev")
        bridge = node_interface.getElementsByTagName(
            "source")[0].getAttribute("bridge")

        os.system(
            "ssh " +
            self.libvirt_user +
            "@" +
            self.libvirt_host +
            " \"brctl addif " +
            bridge +
            " " +
            link_to_cut +
            "\"")

        return ["Connected link " + link_to_cut +
                " to " + bridge + " for VM " + nodeName]


[docs]    def migrate(self, nodeName, quarantine, quarantine_user):
        import libvirt
        import sys
        import os
        import time
        import xml.dom.minidom
        conn_local = libvirt.open("qemu+ssh://%s@%s:%s/system" %
                                  (self.libvirt_user,
                                   self.libvirt_host,
                                   self.libvirt_port))
        conn_quarantine = libvirt.open(
            "qemu+ssh://" +
            quarantine_user +
            "@" +
            quarantine +
            "/system")
        domNode = self._get_dom_name(nodeName, conn_local)
        domNode.migrate(
            conn_quarantine,
            libvirt.VIR_MIGRATE_LIVE,
            None,
            None,
            0)
        return ["Migrated VM " + nodeName + " to quarantine"]


[docs]    def contains_vm(self, vm):
        import libvirt
        import sys
        import os
        import time
        import xml.dom.minidom
        try:
            conn_local = libvirt.open("qemu+ssh://%s@%s:%s/system" %
                                      (self.libvirt_user,
                                       self.libvirt_host,
                                       self.libvirt_port))
            self._get_dom_name(vm, conn_local)
            return True
        except Exception:
            return False


[docs]    def send_key(self, vm, args):
        import libvirt
        import sys
        import os
        import time
        import xml.dom.minidom
        conn_local = libvirt.open("qemu+ssh://%s@%s:%s/system" %
                                  (self.libvirt_user,
                                   self.libvirt_host,
                                   self.libvirt_port))
        wokeup = False
        debug1(
            self.name + ">Waiting for vm %s to wake up on %s" %
            (vm, self.libvirt_host))
        vm_name, vm_host, vm_port = eval(vm)
        while not wokeup:
            try:
                dom = self._get_dom_name(vm_name, conn_local)
                wokeup = True
            except:
                debug1("Miss")
                continue
        print "sending '%s'" % args
        dom.sendKey(*eval(args))
        return ["Sent keys to the vm %s" % vm_name]


[docs]    def restart(self, vm):
        import libvirt
        import sys
        import os
        import time
        import xml.dom.minidom
        conn_local = libvirt.open("qemu+ssh://%s@%s:%s/system" %
                                  (self.libvirt_user,
                                   self.libvirt_host,
                                   self.libvirt_port))
        vm_name, vm_host, vm_port = eval(vm)
        dom = self._get_dom_name(vm_name, conn_local)
        dom.create()
        return ["VM %s restarted" % vm_name]


[docs]    def restart_hard(self, vm):
        import libvirt
        import sys
        import os
        import time
        import xml.dom.minidom
        conn_local = libvirt.open("qemu+ssh://%s@%s:%s/system" %
                                  (self.libvirt_user,
                                   self.libvirt_host,
                                   self.libvirt_port))
        vm_name, vm_host, vm_port = eval(vm)
        dom = self._get_dom_name(vm_name, conn_local)
        try:
            dom.destroy()
        except:
            pass
        dom.create()
        return ["VM %s restarted (hard)" % vm_name]







          

      

      

    


    
        © Copyright 2014, Aurélien Wailly.
      Created using Sphinx 1.2.2.
    

  

_modules/vespa/agent_av.html


    
      Navigation


      
        		
          index


        		
          modules |


        		vespa 1.0 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for vespa.agent_av

# -*- coding: utf-8 -*-
#
# Module name: agent_av.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.
"""
Agent representation
"""
import socket
from .log_pipe import debug1
from .agent import Agent

EOT_FLAG = "EndOfTransmission"
LIST_ITEM_SEPARATOR = ':'
LIST_SEPARATOR = '\r'


[docs]class Agent_AV(Agent):
    """Create an Agent able to communicate with the ClamAV backend (need a
    driver).

    :return: The Agent instance to offer the ClamAV support
    :rtype: Node
    """

    def __init__(self, name, host, port, master, vm):
        super(Agent_AV, self).__init__(name, host, port, master, run=False)
        self.have_backend = True
        self.is_backend_reachable = True
        self.backend = vm

[docs]    def send(self, msg):
        """Overload the internal send to capture and send messages to the
        backend

        :param str msg: The massage to process and to send
        :return: The backend response
        :rtype: str
        """
        command = msg.split("|")[0]
        # Preprocessing
        if command == 'import_list':
            predefined_list = [("lala", "lolo")]
            for item, status in predefined_list:
                msg += item + "#"
        elif command == 'register_handler':
            msg += '%s#%s#' % (self.host, self.port)
        # Normal socket connection
        if self.is_backend_reachable:
            data = super(Agent_AV, self).send(msg)
        # Hypervisor sysrq
        else:
            if command == 'clean_image':
                # conn_local = libvirt.open("qemu+ssh://" + self.agent_hy.host
                # + "/system")
                # dom = self.agent_hy.__get_dom_name(self.vm, conn_local)
                # dom.sendKey(8, 10, [ 0x12, 0x42 ], 2, 0)
                args = (8, 10, [0x12, 0x42], 2, 0)
                data = self.sendRemote(
                    self.agent_hy, "send_key|%s#%s" %
                    (self.backend, args))
            else:
                data = super(Agent_AV, self).send(msg)
                # data = [ "Unsupported sysrq method" ]
        # self.sendRemote(master, data)
        return data


[docs]    def dump_analyzed_file_list(self):
        """Gather list of files analyzed bi the ClamAV antivirus

        :return: The list of analyzed files
        :rtype: list
        """
        agent_vm = self  # self.findAgent('agent_av')
        raw_msg = agent_vm.send("dump_list|")
        command = raw_msg.split('|')[0]
        title_list = raw_msg.split('|')[1]
        file_list_raw = raw_msg.split('|')[2]
        file_list = []
        file_list.append(
            (title_list.split(LIST_ITEM_SEPARATOR)[0],
             title_list.split(LIST_ITEM_SEPARATOR)[1]))
        # It can be an error
        if LIST_SEPARATOR not in file_list_raw:
            return [file_list_raw]
        # Otherwise, it can be a list
        for scan_result in file_list_raw.split(LIST_SEPARATOR):
            # It can be an error, last line is messy
            if ':' not in scan_result:
                continue
            name = ":".join(
                scan_result.split(LIST_ITEM_SEPARATOR)[
                    0:2]).strip()
            status = scan_result.split(LIST_ITEM_SEPARATOR)[2].strip()
            file_list.append((name, status))
        return file_list


[docs]    def isolate_warning(self, vm):
        """Set up the agent for interactions with the hypervisor

        :param str vm: The tuple (name, host, port) describing the backend
        """
        self.is_backend_reachable = False
        self.agent_hy = eval(vm)


[docs]    def connect_warning(self):
        """Set up the agent for interactions with the VM
        """
        self.is_backend_reachable = True
        self.agent_hy = False
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  Source code for vespa.agent_connections

# -*- coding: utf-8 -*-
#
# Module name: agent_connections.py
# Version:     1.0
# Created:     29/04/2014 by Aurélien Wailly <aurelien.wailly@orange.com>
#
# Copyright (C) 2010-2014 Orange
#
# This file is part of VESPA.
#
# VESPA is free software: you can redistribute it and/or modify
# it under the terms of the GNU Lesser General Public License as published by
# the Free Software Foundation version 2.1.
#
# VESPA is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU Lesser General Public License for more details.
#
# You should have received a copy of the GNU Lesser General Public License
# along with VESPA.  If not, see <http://www.gnu.org/licenses/>.

"""
Counting connections as suggested into:
    http://www.linuxjournal.com/content/back-dead-simple-bash-complex-ddos

SynFlood
https://raw.github.com/arthurnn/SynFlood/master/synflood
"""

import socket
from log_pipe import *
from threading import Thread
import subprocess
from node import Node
from agent import Agent
import Queue
import os
import psutil

# End Flag
EOT_FLAG = "EndOfTransmission"
LIST_ITEM_SEPARATOR = ':'
LIST_SEPARATOR = '\r'


[docs]class Agent_Connections(Agent):
    """An agent gathering network links through psutil python module or
    system lsof command

    :return: The wrapper
    :rtype: Node
    """

    def __init__(self, name, host, port, master, run=True):
        # self.proc = None
        super(Agent_Connections, self,).__init__(name, host, port, master, run)
        self.backend = self.desc()
        self.daemonname = "vlc"

[docs]    def launch(self):
        """Return network connections to orchestrator layer every second using
        either psutil or lsof
        """
        import time

        while not self.quitting:
            infos = self.__get_conns()
            addresses = {}
            intruders = []

            for conn in infos:
                if conn.remote_address:
                    addresses[
                        conn.remote_address[0].replace(
                            ":",
                            "").replace(
                            "f",
                            "")] = 0

            for conn in infos:
                if conn.remote_address:
                    addresses[
                        conn.remote_address[0].replace(
                            ":",
                            "").replace(
                            "f",
                            "")] += 1

            for item in addresses:
                intruders.append({'ip': item, 'value': addresses[item]})

            self.sendAlert("ip_connections#%s" % intruders)
            # debug_info("Intruders: %s" % intruders)

            time.sleep(1)


    def _get_conns(self):
        """Gather psutil connections

        :return: List of network links
        :rtype: list
        """
        res = []
        for p in psutil.process_iter():
            try:
                res += p.get_connections(kind='inet')
            except:
                continue
        return res

    def _get_conns_lsof(self):
        """Gather network connections with lsof

        :return: Dict of network links
        :rtype: dict
        """
        lines = os.popen('lsof -ni').readlines()

        from subprocess import Popen, PIPE
        p1 = Popen(['lsof', '-ni'], stdout=PIPE)
        p2 = Popen(["grep", "LISTEN"], stdin=p1.stdout, stdout=PIPE)
        output = p2.communicate()[0]
        cols = ("COMMAND     PID USER   FD   TYPE DEVICE SIZE/OFF"
                "NODE NAME").split()
        res = {}

        for l in output.split("\n"):
            d = dict(zip(cols, l.split()))
            if not d:
                continue
            if d['COMMAND'] not in res:
                res[d['COMMAND']] = []
            res[d['COMMAND']].append(d)

        return res
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